
IGLOS — Industrial Grade Linux Operating System
Choosing the right platform is critical for industrial embedded systems.
IGLOS is a secure embedded Linux distribution that is fully aligned with
the Cyber Resilience Act. Unlike generic embedded Linux distributions,
IGLOS combines certi̻ed processes, hardened security features and
professional support to keep devices secure, compliant and future-
ready. IGLOSo̸ersopenandprovenLinux-based technologiesandsup-
portseasy integrationof third-partyapplications. Industrial robots, high-
speed trains, edge cloud clusters, or any other system you can imagine -
it canbebuiltwith IGLOS.

Core Features
Tailored toYourUseCase

ForARM, Intel andFurther Architectures

ContinuousSecurityMaintenance

Full SecureBootChain

SignedandEncryptedA/BUpdates

Integrity Protection for Software

EncryptedData at Rest and in Transit

HardenedLinux

Real-TimeSupport -by thePreempt-RT Team

Certi̻edSecurity

With IGLOS Secure Beacon we provide a blueprint for
all57applicable IEC62443−4−2security requirements
andafully traceablecompliancedocumentation. With
the independent certi̻cation by TÜV SÜD, the pro-
cesses and implementations are proven to align with
state-of-the-art security practices.
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SecureBoot
IGLOS implements a secure boot mechanism to en-
sure integrityandauthenticityalreadyduringboot. Our
secure boot solution enforces veri̻cation of boot-
loaders, the Linux kernel and the full root ̻le system. It
prevents unauthorized or unsigned code from running
during the boot process, protecting the system from
boot-level malware and rootkits, as well as from injec-
tion of malicious software at runtime. This is the root
of trust of all other security mechanisms built on top.
To reliablysignnewsoftware images,evenaftercritical
security incidents, a stable central signing infrastruc-
ture, using aHSMandbasedonopen source software,
is available that you can easily deploy in your own envi-
ronment.

SecureUpdate
Secure,encryptedatomicupdatesfortheOSkeepthe
devices secure. With IGLOS, devices can be updated
regularly and in largebatchesbydeployment services,
ensuring they always have the latest security patches
installed. These updates are extremely important for
theoperationandmaintenanceof thedevices. If there
is a problem with an update, the devices are rolled
back to a stable state. This guarantees the functional-
ity of a device at all times. Updates are also necessary
to add new functionalities to a device in the ̻eld. The
open-source software SWUpdate is used as the base
for the update daemonon the devices. Alternative so-
lutions likeRAUC,MenderorUptaneareavailableupon
request.

Defense inDepth
Layeredandcomplementarysecuritymechanismsare
implemented throughout the entire embedded Linux
stack to ensure that no single control is relied upon ex-
clusively, enhancing the protection of systems using

IGLOS. It implements mandatory access control (e.g.,
AppArmor) to restrictwhatprogramscando, audit log-
ging todetect and investigate suspicious activity, and
a̻rewall tomitigatenetwork-basedattacks. Together
with secure boot, secure update and encrypted ap-
plication data and isolation of executable code from
volatile data, these overlapping protections reduce
the impact of individual failures or exploits. By imple-
mentingdefenseacrossboot, kernel, accesscontrols,
logging, and networking layers, IGLOS raises the bar
forattackersand increasesthechancethatattacksare
preventedordetectedbeforecausing serious harm.

Containers, VMsorDebianPackages
Using containers, applications - also from other par-
ties-canbeeasily installedon theplatform. Herebyan
applicationwith all its dependencies is bundled in one
package. This simpli̻es the initial installation as well
as regular updates. IGLOSusesPodman, a secure and
Docker-compatible runtime for OCI containers. Alter-
natively, a hypervisor like Jailhouse can be used to de-
ploy applications in virtual machines, instead or along-
side to containers. Finally, Debian packages can be
conveniently used for native deployment of custom
softwarewithminimal footprint aswell.

DeviceManagement
Systems based on IGLOS integrate seamlessly with
established device management platforms such as
Eclipse hawkBit, enabling automated software up-
dates and ̼eetmanagement. Operating systems and
applications can be securely deployed and updated
across individual devices or entire ̼eets, on-premise
or in thecloud. With zero-touchonboarding, a fast, se-
cure, and scalable provisioning at ̻rst power-up can
be realized, protecting device identities and ensuring
continuousdeliveryof the latest security patches.

Your Pathwith IGLOS

Requirements
Engineering

Hardware
Bootstrapping

Integrating
Your Application

System
Test

Optional
Certi̻cation

Security
Maintenance

Escape the CRA Labyrinth with IGLOS

LinutronixGmbH
Bahnhofstraße3 |D-88690Uhldingen-Mühlhofen
Phone: +49 7556259990 | sales@linutronix.de
www.linutronix.de | Visit us

Are you interested?
Would you like to learn more about
our products and solutions?
Simply contact us via phoneor email.

mailto:sales@linutronix.de
https://www.linutronix.de
https://www.linkedin.com/company/linutronix/
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