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Introduction into IEC 62443 and the Cyber Resilience Act

IEC 62443-4-1 - Secure product development lifecycle requirements



Introduction into IEC 62443 and the Cyber Resilience Act

IEC 62443-4-2 - Technical security requirements for IACS components



Introduction into IEC 62443 and the Cyber Resilience Act

EU Cyber Resilience Act (CRA)

Required by law to fully comply before end of 2027

IEC 62443 Security for Industrial Automation and Control Systems

NOT required by law

Might be requested by industrial plant operators

Provides guideline how to interpret CRA requirements in industrial automation context

Likely to become harmonized standard     presumption of conformity
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REQUIREMENTS

Ongoing

Harmonization

Efforts

 Annex I Part II,

Annex II, Annex VII, ...

IEC 62443 4-1

Annex I Part I

(2) d) - m), ...

IEC 62443 4-2



IEC 62443 Certification with Open Source Software

Open Source in Industrial Automation

Collaborateon theCore,Competeon theEdges

But is that feasible if complianceandcertification is required?

Idea: Certify ademonstrator built fromopen-sourcecomponents
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IEC 62443 Certification with Open Source Software

Case Study: IEC 62443-4-2 Certification of IGLOS Secure Beacon

Embeddeddevicewith simple application:

Remotecontrol of blinking LED

Locked-downandhardenedLinux system

Fulfills all 57 applicable security requirements from4−2

Certifiedby TÜVSÜDaccording to IEC62443−4−2 inQ1 2025

Serves asblueprint to implementmorecomplex applications
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Open Source for Traceable Documentation

Traceable Documentation is the Primary Evidence for Certification

IEC62443−4−1SM-1

A [...] process shall bedocumentedandenforced [...] that include [...] b) productdescription and

requirementsdefinitionwith requirements traceability [...]

IEC62443−4−1SI-1

Aprocess shall beemployed [...] including [...] d) reviewof the implementation and its traceability to the

security capabilitiesdefined to support the security design [...]



Open Source for Traceable Documentation

Examplary Toolset for Product Development Documentation

Requirements
Architecture &

Design
Source Code

Test

Documentation

User

Documentation

IBM DOORS
Confluence

Markup
Format

Repository DOORS Server Confluence

Programming

Language(s)

Adobe

FrameMaker

Network Share git

Xray

Jira



Open Source for Traceable Documentation

Product Development Documentation with StrictDoc

Requirements
Architecture &

Design
Source Code

Test

Documentation

User

Documentation

StrictDoc Text FilesFormat

Repository

Programming

Language(s)

git

Robot Text Files

(linked by StrictDoc)



Open Source for Traceable Documentation

StrictDoc Format

[REQUIREMENT]

MID: af79e33fb4324cccbd02fb83cdb553a1

UID: REQ-SB-DEVICE-PASSWORD-INPUT-DIALOG

TITLE: Device Password Input Dialog

TYPE: Security

STATUS: Reviewed

IMPLEMENTATION: Reviewed

STATEMENT: >>>

The [LINK: REQ-SB-INITIAL-DEVICE-PASSWORD] input dialog shall mask the password

during entry by displaying only asterisks.

On authentication failure, the UI shall present an error message that indicates

login failure without further details.

<<<

RELATIONS:

- TYPE: Parent

VALUE: REQ-SB-COMMISSIONING-UI

- TYPE: Parent

VALUE: REQ-SB-INITIAL-DEVICE-PASSWORD



Open Source for Traceable Documentation



Open Source for Traceable Documentation

Test Code
in git

[THREATMODEL]
Threat model for

Web UI

[REQUIREMENT]
The Web UI shall

identify and
authenticate all

users

[THREAT]

An attacker could
deceive users into

providing their
authentication

credentials

[REQUIREMENT]

Interactive user
login shall support

FIDO2 hardware
tokens as primary

factor

[COMPLIANCE]

Explanation how
sum of child

requirements
fulfills IEC 62443

CR 1.1

CR 1.1

Provide the
capability to
identify and

authenticate all
human users

IEC
62443-4-2

Standard

Customer
statements for

certification body

export

[REQUIREMENT]
The system shall

provide a Web UI
for configuration.

[TEST_RESULT]

PASSED

[REQUIREMENT]

Assumption:
FIDO2 hardware

passkeys are
provided by

System Integrator

strictdoc

in git

Login as admin
Login To Webui username=admin
vault_path=${FIDO_VAULT_ADMIN}

Login without correct FIDO2 vault
Login To Webui username=admin expect_to_fail=True

*** Test Cases ***

[DESIGN]
Implement

authentication via
WebAuthn

Source Code
in git

def WebauthnBegin(...):
   ...

def WebauthnComplete(...):
   ...

Language-Aware
Forward Link

to Method
TestCase

IsVerifiedBy

Mitigation
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Open Source for Technical Requirements

IEC62443−4−2EDR3.14 - Integrity of thebootprocess

Embeddeddevices shall verify the integrity of thefirmware, software, andconfigurationdata needed for

thecomponent’s boot and runtimeprocessesprior to use.



Open Source for Technical Requirements

IGLOS Secure Boot Chain and Signing Infrastructure

  Device Firmware   System Image

Boot ROM

UEFI Firmware

ARM

EFI Boot Guard Linux Kernel initramfs
dm-verity protected

Root File System

SPL

Sonatype

Nexus

Package

Repository

Jenkins

Image Build

Pipeline

using

ELBE

GitLab

Source

Repository

Jenkins

Build

Pipeline

Jenkins

Signing

Pipeline

using

opensighub

NetHSM

Unsigned

Packages

Unsigned

Packages

Signed

Packages

Intel /

AMD

ATF OP-TEE U-Boot



Open Source for Technical Requirements

How is Open Source Relevant for a Product Certification?
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External Components Management for Open Source

IEC62443−4−1SM-9: Security requirements for externally providedcomponent

Aprocess shall beemployed to identify andmanage the security risksof all externally provided

components usedwithin theproduct. [...]



External Components Management for Open Source

XZ Utils Backdoor

2005–2008 Lasse Collin et al. develop the xz file compression

2021–2024 Attacker uses social engineering to gain maintainer permissions

Pressure & gaining trust over years

Innocent patches to gain trust and

persistent pressure on Lasse Collin

(who mentions limited resources

and mental health issues)

2024-02-26 Disguised backdoor uploaded to Debian unstable (never stable!)

2024-03-28 Version reverted after Andres Freund notices ≈ 500ms longer login times

Days to detect, hours to fix

Broad community and access to

source code enabled rapid response

Source: https://research.swtch.com/xz-timeline



External Components Management for Open Source

Better Use Proprietary Software?

SolarWindsOrion

Proprietary software for IT performancemonitoring

AroundFebruary 2020:

Attackers inject backdoor in official builds

Many largeandgovernmental organizations

highly vulnerable

About 10months tofind&publicly disclose

Realtek Jungle SDK

SDK for buildingnetworkdevices

CVE-2021−35392 -CVE-2021−35395,

including remotecodeexecution

Millionsof attacksbybotnets

Stillmany vulnerabledevicesexpected today



External Components Management for Open Source

Better Develop Everything Yourself?

WhatsApp

Remote code execution via custom MP4 parsing

CVE-2019−11931

DVD Content Scramble System

Custom algorithm and implementation → hacked

PlayStation 3

Custom ECDSA implementation → hacked

Keyless Car Entry

Multiple cases of weak custom crypto



External Components Management for Open Source

How to Select Software Components?

Security

vulnerabilities

Independently

auditable&

patchable

Supplier canbe

held liable

Proprietary Software × X

Own Implementation X ×

UnsupportedOpenSource X ×

OpenSource+Support X X



External Components Management for Open Source

OpenSSF Concise Guide for Evaluating Open Source Software

ConsiderNecessity MaintainerDiversity Vulnerability Status TestingPractices

Activity Level ReleaseRecency Best PracticesCertification Security Response VersionStability

Verify Authenticity DependencyManagement SecureDefaults Static Analysis Security Audits

Repository Security Security Scores LicenseClarity SecurityDocumentation InterfaceStability Suitability

Vulnerability Reporting SecurityGuidance Communication NameVerification SecurityDevelopment Adoption

InterfaceDesign Assessment Framework Security Implementations Security Reviews Behavior Testing

Dependency Impact CodeCompleteness MaliciousCodeCheck Sandbox Testing Test Validation

Source: https://best.openssf.org/Concise-Guide-for-Evaluating-Open-Source-Software



External Components Management for Open Source

Evena small systemscancontain

hundredsofopen-sourcecomponents...



External Components Management for Open Source

Evena small systemscancontain

hundredsofopen-sourcecomponents...

Weneedcommunities and tools!



External Components Management for Open Source

Security Metrics

OpenSSFBest PracticesBadge DebianSecurity Tracker



External Components Management for Open Source

License Compliance

Linux Foundationproject

for license scanning&compliance

OSADLproject for curated

licensecompliancedata



External Components Management for Open Source

Community Health

CommunityHealthAnalytics inOpenSourceSoftware

Linux Foundationproject formetrics,models& software

GrimoireLab Augur



External Components Management for Open Source



External Components Management for Open Source

Example for an External Component Classification

Level Category Example in IGLOSContext

Green Suitable for intendeduse* apache2, openssl

Yellow Suitable for usewith risk-mitigatingmeasures* libexpat

Blue Suitable for limitedor isolateduse* python-dbus-next

Red Not suitable for use OpenClaw

*with continuousmonitoring



External Components Management for Open Source

External Component Management Process

Development Build

SBOM Generation

Comparison 
with Component Database

New

Component?

Developer
Writes Need Statement

Request for Analysis

Data Collection

Assessment

Developer Implements
Mitigating Coutermeasures

Review

Release Build

Continuous Monitoring

Change Implementation

ClassificationX

Yes

No

Red

Yellow / Blue

Green

Automated Developer Security Analyst



Contributing to open source and supporting maintainers

is not only fair, but protects your supply chain!
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Visit

OSAD
L

Hall 4

Booth
4−168

Visit
Linutronix
Hall 4

Booth4−250
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